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More cyber violations revealed; disclosure practices questioned

 Sanctions for cybersecurity viola-
tions were levied against Pacific Gas 
and Electric (PG&E), DTE Energy, and 
a Missouri municipal utility, The Wall 
Street Journal reported Tuesday, turn-
ing up the heat under a controversy 
surrounding federal regulators’ policy 
of protecting the identities of cyber-
rule violators.
 The fact that the violations and the 
regulatory responses occurred years 
ago but are only now being revealed 
calls into question a system “aimed at 
encouraging self-disclosure by keep-
ing names of violators under wraps,” 
the Journal said.
 Regulatory actions to punish vio-
lations by PG&E, Detroit-based DTE, 
and the City Utilities of Springfield, 
Missouri, took place between 2014 and 
2016, a period of heightened activity 
by Russian entities attempting to com-
promise U.S. utilities’ defenses against 
cyberattack, the Journal said, citing 
unnamed federal officials as its source.
 Last week Condenser noted Wash-
ington, D.C., activist group Public 
Citizen protesting North Carolina-
based Duke Energy’s request to recover 
through rates $137 million in cyber-
security investments just two months 
after agreeing to pay a $10 million 
fine for cyber violations, some of them 
found to have exposed the U.S. bulk 
power system to serious jeopardy.
 Public Citizen has waged a run-
ning legal battle with the Federal En-
ergy Regulatory Commission, seeking 
to overturn its policy of keeping viola-
tor utilities’ identities confidential.  

 The violations leading to the all-
time industry record fine against Duke 
are comparatively recent, with almost 
130 incidents occurring between 2015 
and last year. Only about a dozen of 
those were identified as creating “seri-
ous” risk.
 Tuesday’s Journal reported that 
“about 250” penalty proceedings 
have been undertaken against U.S. 
utilities during the past decade but 
noted that few identities are revealed, 
acknowledging that the agency (FERC) 
routinely withholds them until it’s 
believed that vulnerabilities have been 
addressed, and then typically releases 
them only under pressure from open 
records requests. 
 Unpersuaded by FERC’s reason-
ing, Public Citizen in February issued a 

statement that said “keeping the public 
in the dark about the cybersecurity 
track record of our electric utilities 
may create a false sense of security and 
reduce the likelihood of more public 
awareness and vigilance needed to 
protect cybersecurity.”
 Tuesday’s Journal noted that U.S. 
intelligence agencies in January said 
Russian and Chinese entities have “in-
filtrated utility networks” and have the 
means to tamper with power supplies 
and gas pipeline operations through 
cyberattacks. 
 The story named a FERC official 
who said cyberattacks are frequent 
and that utilities seldom report suc-
cessful attacks despite being required 
to do so, and even despite assurances 

No Condenser 
next Friday
 We will not publish next week as 
WECA staff observes Good Friday.  
Condenser will return to its regular 
Friday schedule on April 26.  Happy 
Easter!

Co-ops to host EV event
 Three Wisconsin electric cooperatives are co-sponsoring an event for 
their members and the general public to gather information about electric 
vehicles (EVs) and take advantage of the opportunity to drive one. 
 “The EV Experience EVent” is scheduled for Saturday, April 27, at Chip-
pewa Valley Technical College’s Energy Education Center, 4000 Campus 
Drive in Eau Claire. Co-sponsoring organizations, in addition to the techni-
cal college, are Chippewa Valley Electric Cooperative, Dunn Energy Coop-
erative, and Eau Claire Energy Cooperative.
 The event opens with registration at 8 a.m. Between 9 a.m. and 1 p.m., 
displays and breakout sessions will be available. Program activities in ad-
dition to opportunities to drive an EV include breakout sessions on Electric 
Vehicles 101, EV maintenance, a panel of EV owners, and a discussion of 
the future of electric vehicles. Refreshments will be available and there is no 
admission fee. 

New Rock Co. transmission link readied
 The American Transmission Com-
pany (ATC) announced last Thursday 
it has energized a new four-mile, 
345-kilovolt transmission line con-
necting a new substation near Alliant 
Energy’s West Riverside Energy Center 
site with an existing 345-kV transmis-
sion line in the Town of Beloit. 
 Cost of the transmission project is 
estimated at $42 million, ATC said.
 Rock Energy Cooperative has in-
vested approximately $23 million in 

the new power plant, currently under 
construction. Work on the project has 
been underway since the fall of 2016.
 The new line will be needed to 
connect the West Riverside expansion 
to the grid. The 650-megawatt natural 
gas-fired facility on an existing power 
plant site is more than half completed 
and includes an integrated 2-megawatt 
solar photovoltaic array. It’s expected 
to begin commercial operation early 
next year.
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of confidentiality. 
 Wednesday’s edition of the online 
newsletter Utility Dive quoted an of-
ficial of the Western Area Power Ad-
ministration saying the grid operator’s 
firewalls are “pinged” by suspicious 
entities almost 200,000 times on an 
average day.
 Last July, FERC adopted a rule giv-
ing the North American Electric Reli-
ability Corporation (NERC) six months 
to develop tougher reporting standards 
for utilities, requiring them to advise 
regulators of hacking attempts that 
fail. Rules in place at the time required 
hacking attempts to be reported “only 
if they have compromised or disrupted 
one or more reliability tasks,” FERC 
explained in announcing the new 
rulemaking.     
 Tuesday’s Journal reported that 
NERC audits uncovered “serious, 
systemic security and compliance is-
sues” that persisted at DTE from one 
examination through another, and 
that the utility had neglected to keep 
backup software it would need in order 

to recover from a disabling attack. In 
2016, DTE paid a $1.7 million fine for 
36 violations.
 Last year, the Journal reported 
that PG&E was fined $2.7 million for 
the 2016 mishandling of a database 
that resulted in internet exposure of 
its cyber assets.
 The Missouri municipal was 
fined for failure to identify primary 
and backup control centers as critical 
facilities in need of special protection.
 As is routinely the case and not 
unexpectedly where cyber issues are 
concerned, the penalized utilities kept 
comment to a minimum. PG&E called 
its cybersecurity efforts “consistent 
with the best practices being employed 
in the industry” and argued that 
disclosure “may jeopardize national 
security by exposing potential grid 
vulnerabilities,” the Journal reported.
 In February, a Public Citizen 
spokesman told the Charlotte Business 
Journal his interest in the matter didn’t 
extend to publicizing a “roadmap” of 
Duke Energy’s vulnerabilities.

Cyber violations

Electrification forecast to spur massive transmission growth
 Electric vehicle deployment, in-
creased electricity use in residential 
heating, and electrification of other 
commonly used technologies will 
dramatically increase electricity 
demand and require construction of 
new transmission assets reaching $40 
billion annually starting 12 years from 
now, a group advocating transmission 
development predicts.
 The WIRES Group, a non-profit, 
international trade association ad-
vocating for transmission invest-
ments and including the American 
Transmission Company among its 

members, issued the report in March. 
Prepared by The Brattle Group consul-
tants, “The Coming Electrification of 
the North American Economy” says 
new transmission development will 
need to grow from current levels of 
about $15 billion annually to $22 
billion by 2030 and $40 billion each 
year from 2031–2050 “to ensure that 
the grid is robust, flexible, capable of 
maintaining high levels of reliabil-
ity, and resilient against emerging 
threats.”
 The figures are based on the as-
sumption of a continuing migration 

“away from fossil resources and to-
ward renewable resources and natural 
gas,” and the need for infrastructure to 
deliver between 70 and 200 gigawatts 
of the resulting new generation capac-
ity by 2030.
 “Efforts need to begin immedi-
ately to update planning forecasts and 
prepare for an electrified future,” the 
report said, noting the average decade-
long lead time for planning, siting, 
regulatory approval, and construction 
of major transmission projects.
 “We are already in the midst of 
an investment cycle to upgrade and 
replace aging and existing transmis-
sion infrastructure, much of which 
dates from the 1960s, 70s, and earlier,” 
the report said.
 Among the underlying assump-
tions are a sevenfold increase in the 
use of electric vehicles—from one 
million on the roads today to seven 
million by 2025—and widespread 
use of electric heat pumps for space 
heating applications. 
 The report advises that public 
officials setting increasingly popular 
and ambitions clean energy targets 
need to consider the transmission grid 
expansions that will be necessary to 
bring their goals within reach.

More states may legislate nuke viability
 With subsidies aimed at shoring 
up nuclear power plant economics 
facing legal challenges in Illinois, 
New Jersey, and New York, lawmak-
ers in two additional states—Ohio 
and Pennsylvania—are considering 
proposals all but guaranteed to take 
them down the same path.   
 If the bills aren’t enacted, the U.S. 
nuclear generation fleet is sure to con-
tinue dwindling, with more early plant 
retirements already in preparation for 
this year, next year, and in 2021. 
 Introduction of a bill in the Ohio 
Legislature was said this week to be 
imminent. The bill would establish 
a “clean air program” to raise $300 
million annually through ratepayer 
surcharges, to continue operation of 
the Davis-Besse (Toledo) and Perry 
(Cleveland) nuclear plants owned by 
FirstEnergy, which filed last year for 
Chapter 11 bankruptcy protection. 
The two plants are currently set for 
retirement in 2020 and 2021.
 Meanwhile, a Pennsylvania legis-
lative committee held a hearing this 
week on a bill modifying the state’s 
alternative energy portfolio standard 
to “recognize nuclear energy for its 
significant contribution to this state’s 
zero-carbon energy production,” in 

the words of a co-sponsorship memo-
randum circulated in February by the 
measure’s principal author.
 The proposal seeks to rescue an-
other FirstEnergy plant, Beaver Valley 
north of Pittsburgh, and the single 
remaining operational unit at Chicago-
based Exelon Corp.’s Three Mile Island 
plant near Harrisburg. Absent financial 
support, it’s scheduled for shutdown 
in October. Together, they produce 93 
percent of Pennsylvania’s carbon-free 
electricity, the co-sponsorship memo 
said.



Oconto Electric
 Almost 300 members and guests turned out Saturday, March 30, at 
the Oconto Falls High School Performing Arts Center, for the 82nd annual 
meeting of Oconto Electric Cooperative. Special guests introduced to the 
audience included State Senator Dave Hansen (D-Green Bay) and State Rep-
resentative Jeff Mursau (R-Crivitz).
 Board Chairman David Hischke told members the cooperative will begin 
updating meters this year and the project is expected to take five years for 
completion. The new meters will enhance communication to the co-op of-
fices of any distribution system problem.
 Members also learned the co-op was able to return approximately 
$475,000 in capital credits during 2018. Cumulatively, a total of more than 
$16.3 million has been repaid. 
 Hischke called attention to the Oconto Electric workforce having 
achieved the safety milestone of one million working hours without a lost-
time accident, an accomplishment 14 years in the making. He said the goal 
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ANNUAL MEETING ROUNDUP

Richland Electric
 The abbreviated annual meeting 
format adopted by Richland Electric 
Cooperative in recent years—largely 
dispensing with oral reports and 
preceding the quick business session 
with a hearty breakfast—has proven 
popular and was repeated for the 
organization’s 83rd gathering of the 
membership Saturday, April 6, at 
Richland Center High School.
 A report from Board Treasurer 
Tim Tiller informed the members that 
Richland Electric recognized approxi-
mately $90,000 in deferred revenue 
from the proceeds of a Dairyland Pow-
er Cooperative settlement in litigation 
over the federal government’s failure 
to meet its legal obligation to provide 
a permanent storage facility for spent 

Barron Electric
 More than 600 members and guests 
including Barron Electric member and 
State Representative Romaine Quinn 
turned out for the cooperative’s 83rd 
annual meeting Saturday, March 30, 
at Barron High School.
 Quinn (R-Rice Lake) and State 
Senator Janet Bewley (D-Ashland) pre-
sented brief remarks describing their 
co-op experiences and supporting 
electric co-ops and cooperative values. 
 Dairyland Power Cooperative’s 
Jeff Springer delivered a presentation 
on upcoming trends in smart-home 
electrical devices and the current 
availability of electric vehicles and 
potential future market trends. He 
responded to a number of audience 
questions about electric vehicles, bat-
teries, and the availability of charging 
facilities.
 Two incumbent directors, Mike 
Baker and Richard Bol, won new 
terms in uncontested elections. A third 
incumbent, Lynn Peterson, became 
ineligible due to a change of residence 
outside his district. In a three-way 
race to succeed him, Patricia Mandel 
achieved a first-ballot majority with 
50.5 percent of the votes, edging out 
competing nominees Mark Dobberfuhl 
and Gene Phillips. 
 Board President Randy Cook 

nuclear power plant fuel. The income 
reduced Richland’s cost of purchased 
power during the preceding year.  
 Additional information in 
printed reports revealed capital credit 
repayments of about $220,000 during 
2018, for a cumulative total of $5.6 
million returned to Richland Electric 
members.
 The board and membership hon-
ored the service of a longtime director 
who stepped down from his post at the 
annual meeting. Gerald Wendorf was 
first elected to the Richland Electric 
board in 1986. He was credited as a 
strong promoter of co-op-sponsored 
youth programs and served part of his 
33-year tenure as Richland’s represen-
tative on the Dairyland board.       
 Two candidates stepped up for 
the chance to succeed Wendorf on the 

board. Kevin Kepler, the part-owner 
of a dairy farm near Yuba, outpolled 
Steve Carrow, a civil engineer, Chicago 
Bridge and Iron retiree, and operator 
of a hobby farm near Viola.  
 Two additional board seats were 
up for election and in both cases 
the incumbents, Don Huffman and 
Tim Tiller, were re-elected without 
opposition.
 Another retirement recognized 
was that of Journeyman Lineman 
Ken Wymer, who joined the co-op in 
that position in 1991 and retired in 
December after 28 years’ service.
 Reorganization following the an-
nual meeting left the lineup of board 
officers intact. Calvin Sebranek contin-
ues as president; Dan Hillberry, vice 
president; Judy Murphy, secretary; and 
Tiller, treasurer.

presented a report emphasizing the 
importance of safety, affordability, 
and grid reliability in Barron Elec-
tric’s operations. He highlighted rates, 
telling members Barron Electric’s are 
the fourth lowest in Wisconsin. And, 
thanks to equipment upgrades, right-
of-way clearing, and pole-testing, 
members now have power 99.97 per-
cent of the time, Cook said.
 Reliability was also highlighted 
in a report from General Manager 
Dallas Sloan, who noted that Barron 
Electric ended 2018 with the lowest 
reported outage hours (averaging 2.18 

annually per member) in the co-op’s 
history. Sloan also detailed successes 
in the state legislature that helped the 
cooperative recover more than a half-
million dollars in costs arising from 
storm damage that occurred in 2017.
 The co-op’s board room was 
dedicated to former President Selmer 
Nelson in recognition of his 35 years 
leading the board of directors. A 
reorganization meeting saw Cook re-
elected president and Baker, vice pres-
ident to succeed Peterson. Re-elected 
secretary and treasurer, respectively, 
were Scott Warwick and Arlyn Helm. 



Taylor Electric
 Members of Taylor Electric Cooperative learned that recruitment of 
a new manager is on the horizon and elected a new director to succeed a 
12-year incumbent who stepped down from the board, at their 83rd an-
nual meeting Saturday, March 30.
 They gathered at a new venue, the Stetsonville Centennial Center, 
after meeting for many years at the Medford Area Senior High School. 
There were 145 members and guests in attendance.
 Elections were conducted at intervals during reports, with runoffs 
placing the top vote-getters in board seats. In the first round, incumbent 
JoAnn Smith outpolled Mike Danen. 
 President and CEO Mike Schaefer announced his planned retire-
ment, likely next January. He also announced that incumbent Director 
Ray Henrichs had decided not to seek-re-election. Henrichs was recog-
nized for his service from 2007-19.
 Schaefer credited ongoing brush-clearing and maintenance for 
2018’s average per-member outage time of slightly more than 38 min-
utes, significantly bettering the five-year average of more than two 
hours. He acknowledged Taylor Electric employees’ strong safety perfor-
mance, with no lost-time accidents since 2011.
 The cooperative will be promoting electric vehicle awareness and 
installing a charging station, Schaefer said. He also stressed rural broad-
band deployment, saying schools, health care, and public safety opera-
tions all need it. Taylor Electric and Dairyland Power are conducting a 
feasibility study of a multi-million-dollar project connecting the co-op 
office and four substations with a main fiber line off Highway 29, he 
added.
 Schaefer noted that wholesale power rates had increased 2.16 per-
cent and said the cost impact for a household with average usage trans-
lates to $1.91 per month.
 In a second round of balloting, incumbent Director Dennis Engel de-
feated Jeffrey Albers. Albers and Mike Danen both returned for the third 
round of voting and Albers emerged the winner.
 Reorganization of the board retained the existing lineup of officers. 
Tesch continues as chairman and Dairyland director; Chuck Zenner con-
tinues as vice chairman, and Patricia Waldhart as secretary-treasurer. 
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Oconto

Riverland Energy
 Participants in Riverland Energy 
Cooperative’s annual meeting filled 
the bleachers and gymnasium floor 
after almost 700 members and guests 
enjoyed breakfast March 30 at Arcadia 
High School.
 They amended their bylaws to 
resolve tie votes by drawing lots rather 
than by multiple ballots—the new 
method thought to better respect the 
intent of the majority who vote absentee.
 Incumbent Directors Fran Fedie 
and David Anderson were re-elected 
without opposition. Of three nominees 
submitted to succeed incumbent Greg 
Sacia, who reached his term limit, Gary 
Dvoracek of Holmen outpolled Tom 
Weidenbeck, also of Holmen, and Stan 
Hauser of Onalaska. 
 Sacia was honored for his 26 years’ 

service: since 2005 as a Riverland En-
ergy director and earlier, from 1990–
2002 as a director of then-Trempealeau 
Electric Cooperative.
 General Manager Jerry Sorenson’s 
report noted activities to enhance 
reliability, placing 53 miles of line 
underground and more than 360 miles 
of brush-clearing. 
 Conversion to new meters is ex-
pected to be finished next year, with 
4,300 of an eventual 20,000 installed 
in 2018.   
 Capital credits returned in 2018 
totaled $1.4 million, the Community 
Cares program donated funds to 14 lo-
cal projects, and the co-op has doubled 
the number of $1,000 scholarships to 
34 awarded to area students in draw-
ings at the annual meeting.
 With a wholesale power price 
increase, Riverland will raise kilowatt-

hour rates 2 percent in May, Sorenson 
said. 
 The planned new natural gas-
fired Nemadji Trail Energy Center at 
Superior is necessary for Dairyland 
Power Cooperative to accommodate 
variable wind and solar generation in 
its growing renewable energy portfo-
lio, Sorenson explained.       
 Members in construction-related 
businesses were urged to bid on a 
new district office in Holmen; village 
approval of the $4 million project 
was granted days before the annual 
meeting. The co-op hopes to finish 
construction by fall, whereupon the 
Onalaska office will close. 
 Board reorganization saw David 
Paudler re-elected president and Dan 
Filla vice president. Dennis Frame was 
elected secretary-treasurer, succeed-
ing Anderson.

now is to double that total, to two 
million safe working hours.
 Former member services manager 
Jan Stranz, now a director of the co-op’s 
“Community Change” bill-rounding 
program, reported that area residents 
had been assisted during the past year 
with their medical and mobility needs 
and that 310 grants had been awarded 
since 2000.
 The contract with Oconto Elec-
tric’s new wholesale power supplier, 
Minnesota Power, took effect January 
1 and the new arrangement is expected 
to save the co-op $1 million annually. 
CEO Byron Nolde explained that the 
changes will usher in adjustments to 
the co-op’s billing including a reduced 
kilowatt-hour charge and an increased 
facility charge. 
 Three director terms expired this 
year, and district meetings were held 
in January to nominate candidates for 
those board seats. Each district meet-
ing produced a single nominee, the 
incumbent director, and Hischke, Ron-
nie Kruse, and Tony Wagner all were 
approved for new three-year terms by 
unanimous voice vote at the annual 
meeting.
 Reorganization of the board was 
to await the next regularly scheduled 
meeting.


