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Cooperatives hit with outages from back-to-back winter storms
 Parts of northern and central Wis-
consin, along with northern Minnesota 
and the Upper Peninsula of Michigan, 
were hit with back-to-back winter 
storms that occurred in the days before 
and after Thanksgiving. Cumulative 

snowfall amounts from both storms 
exceeded three feet in some areas, 
including Washburn, which logged 31 
inches in the weekend storm alone.  
High winds accompanied the heavy 
snow, creating blizzard conditions and 

leading to thousands of power outages 
over the holiday week and weekend.
 Chippewa Valley, Clark, Adams-
Columbia, Vernon, Central Wisconsin, 
and Oakdale all sent two-man crews to 
assist in hard-hit co-ops including Eau 
Claire, Riverland, Oconto, and Alger-
Delta, which is still working to restore 
outages in the Upper Peninsula. Alger-
Delta reported difficulties in restoring 
power due to 38 inches of snow collaps-
ing trees and making access difficult. 
 Three Wisconsin co-ops assisted 
Alger-Delta, where some members ex-
perienced outages lasting up to seven 
days. Alger-Delta CFO Amanda Seger 
said, “Members, from me to you, this 
storm knocked us down. We’ve been 
picking ourselves up and dusting 
ourselves off. We are working hard to 
restore your power.”

Left: Oakdale crews assist Alger-Delta, which was hit with more than three feet of heavy, 

wet snow. Right: The heavy snow pulled power lines dangerously low (Eau Claire Energy Co-op).

Cyber attackers target smaller utilities in 18 states, including Wisconsin

Strengthen your cybersecurity
 WECA has applied to participate in NRECA’s RC3 Online Cybersecu-

rity Self Assessment License Program. The RC3 Self-Assessment is a tool 

that provides an electric cooperative an opportunity to identify strengths 

and weaknesses in its cybersecurity posture, and to use those insights to 

create a cybersecurity action plan or roadmap for improvement.  

 If awarded the license, our Wisconsin Electric Cooperatives will have 

the opportunity to get a program license that provides unlimited access 

to the online version of the RC3 Self-Assessment, through March 2022.  

The online version offers features not available in the hardcopy version. 

The program is available at no cost to participating co-ops. If interested 
in participating, your co-op will need to submit an application on or 
before December 19, 2019, to be an authorized licensee. There must 

be at least five applicants to be awarded the license.
 If you are interested in strengthening you cybersecurity through this 

program, please contact Tim Clay, WECA VP of Operations, at tim@weca.

coop or 608-467-4598.

 Smaller utilities, some of which 
are near critical infrastructure, are be-
ing targeted by international hackers 
in what is likely an ongoing campaign.  
The Federal Bureau of Investigation is 
contacting the utilities, which include 
Wisconsin Rapids Water Works and 
Lighting Commission, Cloverland 
Electric Cooperative in the Upper 
Peninsula of Michigan, and Basin 
Electric Power Cooperative, a North 
Dakota utility that provides wholesale 
electricity to 141 electric cooperatives 
in nine states. 
 According to the Wall Street Jour-
nal, Hong Kong-based hackers are tar-
geting smaller utilities in what’s being 
called the “Lookback” cyberattacks, 
which were identified by researchers 
at a Silicon Valley cybersecurity com-
pany.  None of the identified attempts 
to breach information have been suc-
cessful.
 “Smaller-scale electricity provid-
ers may feel they are less of a target 
because they have a lower profile,” 
said Steve Freese, WECA president 
and CEO. “Attacks like this show 

electric cooperatives may have a larger 
target on their backs, as hackers likely 
believe it could be easier to breach 
cyber security systems.”  
 Targeted utilities span the coun-
try and include Cloverland Electric 
Cooperative, which is located near 

the Sault Ste. Marie Locks, a critical 
juncture for the transport of iron ore 
to U.S. steel mills. Ninety percent of 
the world’s iron ore moves through 
the Locks between Lake Superior and 
Lake Huron, and Canada. In spite of 
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 Rep. Greta Neubauer (D-Racine) this week unveiled an environmental 
legislative package related to climate change which she called “just the be-
ginning.”
 “Right now, Wisconsinites are picking up the bill for every ton of carbon 
we burn while the fossil fuel industry continues to profit,” Neubauer said 
in a news conference Tuesday. “Wisconsin spends over $14 billion per year, 
out of state, to pay for the fossil fuels that power our communities. That’s 
money that could be kept right here in Wisconsin.”
 The proposals include: 

LRB 4811 – requires the Wisconsin Public Service Commission to con-
sider the social cost of carbon emissions in determining the siting of 
new utility-scale power infrastructure in Wisconsin.
LRB 4201 – creates a $1.5 million annual appropriation for a grant 
program supporting farmers who use certain sustainable practices, in-
cluding sustainable farming, growing carbon-sequestering crops, and 
reducing fossil fuel usage. 
LRB 3848 – creates a $1.5 million annual appropriation for a grant pro-
gram supporting weatherization and energy efficiency updates in public 
school buildings and provides funds to support student education sur-
rounding the importance of energy efficiency.
LRB 3971 – creates a study on Green Banks in Wisconsin, including 
how the State of Wisconsin can partner with private entities to invest 
in emerging technologies and infrastructure supporting clean energy, 
sustainability, and energy efficiency, with a focus on supporting under-
resourced communities across the state.

 About LRB 4811, Rep. Neubauer told Condenser, “The social cost of 
carbon measures the economic harm from the impact of releasing carbon 
dioxide into the atmosphere as a result of burning fossil fuels. This includes 
property losses due to climate change-related extreme weather, the cost of 
pollution in our communities, the long-term health effects suffered due to 
pollution and climate change, and more. This cost is diffused and paid by 
people across the U.S. and around the world. Currently, the social cost of 
carbon is frequently calculated as $50 per ton.
  The social cost of carbon bill introduces the social cost of carbon as one 
of the many factors the Public Service Commission (PSC) considers in the 
course of reviewing potential new utility-scale generation and infrastructure 
for approval. It would not require the PSC to make decisions solely based on 
the social cost of carbon.”
 The Office of Rep. Mike Kuglitsch (R-New Berlin), chair of the Commit-
tee on Energy and Utilities, said he is currently reviewing the proposals.

Wisconsin Democrats introduce 
“Forward on Climate” bill package

proximity, however, the locks have 
their own source of electricity.
 Chuck Zane, IT director for Clo-
verland, told WSJ they face a daily 
barrage of malicious emails. “Malware 
is inside 60 percent of the email our 
server receives,” he said. “The odds of 
those emails making it to a desktop are 
slim.”
 Matt Stormoen, information 
systems administrator at Wisconsin 
Rapids Water Works and Lighting 
Commission, says the FBI contacted 
the municipal utility last in October, 
suggesting it may have been targeted 
early this year.
 According to WSJ, the hackers sent 
“phishing” emails that, if opened, may 
install malware on utility computers.  
The phishing emails included at least 
one falsely claiming to contain licens-
ing examination information from the 
U.S. National Council of Examiners 
for Engineering and Surveying. If the 
email is opened, embedded malware, 
known as “Lookback,” could allow 
attackers to take control of victims’ 
computers and steal information.  
 “The reason they were contacting 
us was because we had been probed 
in January and again in March by 
someone testing the utility’s firewalls 
from a network located in Hong Kong,” 
Stormoen said. “We never got com-
promised and never saw the phishing 
emails.” 
 Stormoen told Condensor that 
the Commission is now blocking all 
network traffic, including email, to 
and from Hong Kong.
 Utilities targeted in the Lookback 
attack, as documented by Wall Street 
Journal:  

• Klickitat Public Utility District 
– White Salmon, Washington.  
Located near major federal dams 
and transmission lines that funnel 

hydroelectricity to California
• Flathead Electric Cooperative –

Kalispell, Montana
• ALP Utilities – Alexandria, Min-

nesota
• Cowlitz County Public Utility 

District – Longview, Washington
• Wisconsin Rapids Water Works 

and Lighting Commission – Wis-
consin rapids, Wisconsin

• Basin Electric Power – Bismarck, 
North Dakota

• Cloverland Electric Cooperative – 
Sault St. Marie, Michigan

• Brownsville Public Utilities   
Board – Brownsville, Texas

• Utilities Commission of New 
Smyrna Beach – new Smyrna 
Beach, Florida

• Rochester Public Utilities – 
Rochester, Minnesota

• Tucson Electric Power – Tucson, 
Arizona

• Emera Maine – Bangor, Maine
• Tri-County Electric Cooperative 

– St. Matthews, South Carolina

Cyber attackers


