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New cyber rule unfolding as Iran, Russia pressures mount
 Stronger reporting requirements 
for cyber threats to the nation’s elec-
tric grid could spend more than half a 
year in a federal rulemaking process, 
while concerns over Iranian and 
Russian capabilities grew this week. 
The Wall Street Journal reported that 
Russian hackers repeatedly breached 
U.S. utility networks from early 2016 
through 2017 and probably continue 
to do so. 
 The report appeared in Monday’s 
Journal, four days after the Fed-
eral Energy Regulatory Commission 
(FERC) finalized broader new cyber-
threat reporting requirements but 
delegated details of implementation 
to the North American Electric Reli-
ability Corporation. 
 Once the rule finalized last 
Thursday takes effect, the corporation 
(NERC) has six months to develop 
modifications strengthening infra-
structure protection standards. The 
rule becomes effective 60 days after 
it’s published in the Federal Register. 
Publication had not yet occurred as of 

press time for this week’s Condenser. 
 On Monday, the Journal indicated 
Russian hackers evidently had little 
trouble breaking into supposedly 
“air gapped” utility networks, using 
garden-variety swindler’s techniques 
such as spearphishing to trick trusted 
utility vendors into giving up their 
passwords. The information was at-
tributed to Department of Homeland 
Security (DHS) officials.
 After acquiring passwords, hack-
ers would impersonate the vendors to 
gain access to utility networks. Some 
obtained control-room access and 
could have acted to cause blackouts, 
DHS officials reportedly said.   
 The Journal story was preceded—
just one day after FERC announced its 
rule was ready for publication—by 
warnings that Iranian hackers may be 
poised to stage cyberattacks on U.S. 
and European electric grids and other 
vital infrastructure. 
 Last Friday, NBC News cited 
unnamed U.S. officials at a security 
conference in Colorado saying that 

while Russia had been “the most ag-
gressive,” Iran was preparing to en-
able “denial-of-service attacks against 
thousands of electric grids, water 
plants, and health care and technol-
ogy companies in the U.S., Germany, 
the U.K. and other countries in Europe 
and the Middle East.”       
 NBC said the unnamed officials 
indicated there is “no suggestion an 
offensive operation is imminent” and 
quoted earlier congressional testimo-
ny by Homeland Security Secretary 
Kirstjen Nielsen identifying a U.S. 
defensive posture called “shields up” 
that can be activated when a cyber 
attack is expected.
 Last Thursday’s FERC announce-
ment quoted Chairman Kevin Mc-
Intyre calling cyber threats to the 

Industry group downplays hacking report
 The Edison Electric Institute (EEI) reacted to Monday’s Wall Street 
Journal report of Russian hackers penetrating U.S. utility control systems by 

stressing the absence of disruptions to the grid.

 In a statement released Tuesday, EEI Vice President of Security and 

Preparedness Scott Aronson minimized the significance of the Journal story, 

saying “Today’s news is not new news, and there have been no operational 

impacts to the energy grid from these threats.”

 However, Aronson acknowledged that federal officials had issued warn-

ings about the hacking efforts a year ago.  

 “Last July, the federal government informed our industry of a campaign 

targeting critical electric infrastructure, and, in March, the Electricity Informa-

tion Sharing and Analysis Center provided an update with potential indica-

tors of compromise and other technical data to ensure electric companies in 

North America are prepared to protect and defend their networks,” Aronson’s 

statement said. Those actions, he said, are indicative of a “strong industry-

government partnership.”

 Separately, a Wednesday Associated Press story said a briefing by a 
Homeland Security official specializing in industrial control systems revealed 
that while Russian hackers primarily targeted the energy sector last year, they 

also aimed at aviation, critical manufacturing, and the nuclear industry.  

Vehicle accident claims 

Chippewa Valley director

 Donald Frei Jr., vice chairman of 
the Chippewa Valley Electric Coopera-
tive board, died Thursday, July 19, in 
an all-terrain vehicle accident at rural 
Strum in Trempealeau County. He was 
72.
 Frei had served as a Chippewa Val-
ley director since he was first elected in 
a 2012 challenge to 30-year incumbent 
Arthur “Butch” Sime. He was elected 
vice chairman the following year and 
held that post until the time of his 
death. Frei retired in 2001 after a 35-
year career in a management position 
with Northern States Power Company.
 He is survived by Susan, his wife 
of 44 years, two sons, and numerous 
other relatives and friends. Services 
were scheduled for 1 p.m. Friday, 
August 3, at Stokes, Prock, and Mundt 
Funeral Chapel, 535 South Hillcrest 
Parkway in Altoona, with visitation 
from 11 a.m. until the time of service.
 Condolences may be addressed 
to Susan Frei at 29320  263rd Street, 
Holcombe, WI 54745-8748. 
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Oberle leaves 

WECA board

 St. Croix Electric Cooperative 
Director Derrick Oberle resigned his 
position on the Wisconsin Electric Co-
operative Association (WECA) board 
this week, citing his acceptance of 
employment with a firm in Missouri.
 His departure from the 10-member 
board creates a vacancy just days after 
all three incumbent directors who 
were up for re-election this year won 
new terms, all running unopposed at 
last week’s district meetings.
 Re-elected were Rock Energy 
Director William Fischer in District 
One, Eau Claire Energy Director Judith 
Anibas in District Two, and Barron 
Electric General Manager Dallas Sloan 
in District Three.
 The board may choose to fill 
Oberle’s now-vacant District Three 
director-director seat by appointment 
at its next meeting, Thursday, August 
9, at Jackson Electric, or by election 
during the WECA annual meeting in 
November at La Crosse.
 CEO Steve Freese suggested direc-
tors of District Three co-ops who are 
interested in possible appointment or 
candidacy for the seat advise him via 
email (steve@weca.coop) no later than 
Wednesday, August 8. 
 The eight District Three electric 
cooperatives are Barron, Bayfield, 
Chippewa Valley, East Central, Jump 
River, Polk-Burnett, Price, and St. 
Croix. East Central Energy and Barron 
Electric already hold WECA board 
seats, but current directors from any 
of the other six co-ops are eligible to 
submit their names for consideration. 

bulk power system “ever changing” 
and “a matter that commands con-
stant vigilance.” Months earlier, the 
agency’s notice of proposed rulemak-
ing stopped short of calling existing 

Wastewater rule delay back in court
 The 5th U.S. Circuit Court of Appeals has been asked to rule that the 

Environmental Protection Agency (EPA) exceeded its authority in post-

poning compliance dates for parts of an Obama-era rule creating effluent 
standards for power plant wastewater contaminants captured by emission 

control equipment.

 The Effluent Limitations and Guidelines (ELG) rule was the product of 
a consent decree arising from “sue and settle” litigation between the EPA 

and several environmental groups, some of whom are leading this month’s 

renewed court action. 

 In March 2017 the Utility Water Act Group (UWAG)—which includes 
more than 160 individual companies and the National Rural Electric Cooper-

ative Association—petitioned for reconsideration of the rule. Six months later 
the agency granted a two-year delay, to 2020, for compliance with a “zero 

discharge” standard for bottom ash transport water and limits on flue gas 
desulfurization wastewater the UWAG said were prescribed by the agency 
without collecting data relevant to plants that then comprised one-fourth of 

the electric generation industry. Other parts of the rule, covering wastewater 

standards for fly ash, gasification, and mercury contamination, were not af-
fected by the delay. 

 The petition for reconsideration also accused the EPA of “unprecedented 

lack of openness” in refusing stakeholder access to information about analy-

ses and methodologies the agency used in formulating the rule. The petition-

ers estimated that electricity consumers would ultimately pay compliance 

costs for the ELG Rule reaching $1.2 billion annually for the first five years. 
 The environmental groups say the EPA has no statutory authority to delay 

enforcing the ELG standards while it’s in the process of reconsidering them.

“Necessity defense” okay with MN court

 Four people facing felony charges 
over their attempt to halt transporta-
tion of crude oil will be allowed to 
invoke a defense based on claims that 
their 2016 invasion of an Enbridge 
pipeline facility was necessary to 
prevent damage from global warming.
 The Minnesota Supreme Court 
last Tuesday denied state prosecu-
tors’ request to bar the defense tactic, 
which they said would have a “criti-
cal impact” on the trial by shifting its 
focus away from the criminal damage 

New U.S. nukes “several 

decades” away: study

 No U.S. design for advanced 
nuclear power reactors is likely to be 
commercialized before the middle of 
this century and absent a deliberate 
government policy choice compelling 
it, the commercialization of light-water, 
small modular reactors is unlikely to 
proceed any faster, a July paper from 
the National Academy of Sciences says.  
 Researchers from Carnegie Mel-
lon University, the University of 
California San Diego, and Harvard, 
call it “most unlikely” that any large 
light-water reactors on the scale of the 
current nuclear fleet will be built over 
the next several decades because of 
“their great cost and complexity.” 
 “The United States appears set to 
virtually lose nuclear power” over the 
next few decades, the authors wrote. 

and trespass charges against the defen-
dants. Their trial is expected this fall. 
 The four used bolt cutters to cut 
chains and break into a rural Minne-
sota pipeline enclosure as they tried 
to shut down Enbridge Lines 4 and 67, 
both of which carry crude oil from Al-
berta, Canada, to Superior, Wisconsin. 

threat-reporting requirements inad-
equate but hinted in that direction 
by noting that no incidents reached 
the threshold to trigger mandatory 
reporting during 2015 and 2016. Rus-
sian hacking of other countries’ utility 
systems had been widely recognized 
as early as 2014.
 Last week’s FERC announcement 
noted that under current standards, 
reporting is mandatory only if an inci-
dent has “compromised or disrupted 
one or more reliability tasks.”
 The new standards will require 
reporting of attempts to penetrate an 
organization’s “electronic security 
perimeter” or monitoring systems 
whether or not the attempt succeeds.  


