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DOE releases cybersecurity report, cites “gaps”

 The Department of Energy (DOE) 
last Wednesday made public a report 
on the U.S. electric grid’s preparedness 
to cope with cyberattacks, completed 
nine months ago and identifying sev-
eral risk areas identified as “gaps” in 
preventive efforts.
 The report, titled “Strengthening 
the Cybersecurity of Federal Networks 
and Critical Infrastructure” and com-
pleted in August 2017, noted that the 
raw number of incidents reported to 
the Department of Homeland Security 
during the prior year identified the 
energy sector among the top three 
targets for unauthorized penetration of 
industrial control systems (ICS), with 
59 attempts in 2016 compared with 62 
in the communications sector and 63 
involving “critical manufacturing.”
 By contrast, 14 incidents were 
reported by transportation-related en-
tities, eight for water systems, and only 
two for financial services companies.  
 The report groups the oil and 
natural gas subsectors along with 
electricity in the energy sector.
 “While it was found that no lasting 
damage—physical, cyber-physical, or 
otherwise—has been observed from 
the cyberattacks and intrusions tar-
geting U.S. electric utilities that have 
been reported to date there are key 
trends that are increasing the risk of 

significant cyber incidents,” the report 
warned.
 Ironically, as electric utilities have 
used technology to improve grid reli-
ability and resilience, they have co-
incidentally opened new avenues for 
attackers to compromise their systems, 
the report found, saying “many of 
these advances, which utilize two-way 
flows, automation, and centralized 
controls, have resulted in new vulner-
abilities related to cybersecurity, even 
as utilities adopt increasing levels of 
protection for their businesses and 
operations networks.”
 Those vulnerabilities, in turn, 
could be exploited to disable entities 
outside the electric sector, the report 
noted, saying in spite of steps taken 
to shore up their own security, “criti-
cal infrastructure sectors supporting 
the national economy, defense, and 
important lifeline functions remain 
vulnerable to power disruptions.” 
 Accompanying release of the 55-
page document last Wednesday was 
a statement from Energy Secretary 
Rick Perry saying the administration 
“recognizes the growing security risk 
of cyber threats and has prioritized 
overcoming these challenges.”
 End-use consumers were identi-
fied as introducing potential new 
avenues of attack, the report said. “As 

the electricity system grows in intelli-
gence, cybersecurity must encompass 
not only utility-owned systems, but 
some aspects of customer and third-
party components that interact with 
the grid, such as advanced meters and 
devices behind the meter.” 
 Other noteworthy issues identi-
fied in the report include:
• The difficulty of finding qualified 

employees to deal with cybersecu-
rity concerns. “The availability of 
trained cyber experts will likely be 
insufficient” to meet the needs of 
all affected entities in a major cyber 
incident, the report said. It recom-

Nukes to close even with subsidies
 A supposed beneficiary of a Trump administration plan to keep econom-
ically challenged nuclear and coal-fired power plants operating may close 
its nuclear units ahead of schedule regardless, it’s reported this week.
 FirstEnergy Solutions, bankrupt generation affiliate of Ohio-based First-
Energy Corp., still plans early retirement of four Ohio and Pennsylvania 
nuclear units, saying it doesn’t have enough information about the adminis-
tration’s plans, a Wednesday Reuters report said. Earlier this year the com-
pany called for a federal bailout of its coal and nuclear plants.
 A leaked Energy Department memo indicated the administration plans 
to invoke emergency authority under the Federal Power Act and the Defense 
Production Act to require purchase of power from threatened plants by re-
gional grid operators. Reuters reported “backlash from drillers, renewable 
energy producers and environmentalists” labeling the move an attempt to 
“prop up non-competitive industries and burden ratepayers with billions of 
dollars of additional power costs annually.” 

Yucca vote on 

House calendar
 The House of Representatives was 
scheduled to vote late Thursday on an 
energy and water appropriations bill 
including provisions to revive funding 
for the stalled Yucca Mountain nuclear 
waste repository in Nevada.
 The measure (H.R. 5895) autho-
rizes spending for Army Corps of 
Engineers water development projects 
and Department of Energy activities 
for the 2019 federal fiscal year, and as 
presented to the House, includes a $190 
million appropriation for “acquisition, 
construction, and expansion” activities 
under the Nuclear Waste Policy Act of 
1982, which committed the govern-
ment to providing a permanent storage 
facility for spent power plant fuel.
 Debate was not scheduled to be-
gin before mid-day Thursday, when 
House members were to begin plowing 
through a list of nearly 80 amend-
ments. Two of those, offered by a trio 
of Nevada representatives, aimed at 
preventing resumption of activity at 
the mothballed site north of Las Vegas.  
One amendment would delete the 
entire $190 million appropriation; the 
other would strike language prohibit-
ing closure of the project.



Prepared weekly and distributed since 
1956 to provide timely information on 
matters pertaining to Wisconsin’s non-
profit, consumer-owned rural electric    
cooperatives. 
Wisconsin Electric
Cooperative Association
222 W. Washington Ave., Suite 680
Madison, WI 53703

ANNUAL MEETING ROUNDUP

(continued from front page) 
Cybersecurity

 Dairyland Power Cooperative’s 77th annual meeting attracted some 600 
participants to the La Crosse Center Wednesday morning, June 6.  
 Stressing the theme of “Renewed Commitment,” President and CEO Bar-
bara Nick said the day’s activities were about renewing Dairyland’s commit-
ment to the job of providing “competitively priced, reliable and sustainable 
power” to serve co-op energy consumers.  
 She emphasized the importance of evolving in step with a changing en-
ergy environment, saying Dairyland is “investing in the future of beneficial 
electrification. In 20 years, we will be ready to thrive in a smart new energy 
world…whatever it looks like.”
 Keynote speaker Rob Chapman, Electric Power Research Institute vice 
president, said new, efficient technologies will benefit society while also en-
abling continued economic growth. 
 “It is a win-win-win outcome,” Chapman said. “Technology advances, 
economics, policy, and environmental drivers will lead to increased adop-
tion of electric end-use technologies replacing their fossil fuel equivalents.”
 Dairyland’s Chief Financial and Administrative Officer Phil Moilien’s 
financial report revealed total margins of $27 million for 2017, nearly $4 
million more than the prior year. Net generation and purchased power to-
tals were up slightly at 6 billion kilowatt-hours, compared with 5.7 billion 
in 2016. Total operating revenues reached $441.4 million, compared with 
$414.8 million in 2016, due to increased sales to Class A members and high-
er market prices.
 “Dairyland focuses on maintaining strong credit ratings and financial 
strength to maintain access to economical financing,” Moilien said, noting 
Dairyland’s A3 credit rating and stable outlook from Moody’s and an A+ rat-
ing, also with a stable outlook, from Standard & Poor’s.
 In 2017, Dairyland retired capital credits of $4.1 million, for a 77-year 
total of $120 million returned to Class A members.
 Cooperative employees staffed informational displays on beneficial elec-
trification, solar energy, Touchstone Energy and the planned Nemadji Trail 
Energy Center at Superior.

Dairyland Power

Bayfield Electric
 The 78th annual meeting of Bay-
field Electric Cooperative the evening 
of Monday, June 4, at the Iron River 
Community Center featured National 
Rural Electric Cooperative Associa-
tion (NRECA) Board President Phil 
Carson as guest speaker.
 The event was the first distribution 
co-op meeting where Carson had spo-
ken outside his home state of Illinois. 
He emphasized the importance of trust 
between members and their co-op, and 
between management and employees.
 Bayfield Board President Bob 
Kretzschmar recounted history includ-
ing the delay in energizing the co-op’s 
system because of World War II mate-
rial shortages. He recalled he was 11 
years old when the lights came on. Oth-
ers in the room had similar memories. 
 The co-op’s community solar proj-
ect is fully subscribed, and $170,000 
in capital credits were paid out during 
2017, Kretzschmar reported. In lieu 
of general prize drawings and a meal, 
members attending received a $20 
credit against their electric bill, he said.
 Government Relations Direc-
tor Beata Wierzba of the Wisconsin 
Electric Cooperative Association 
summarized issues the organization 
took up on their behalf during the past 

two-year legislative session.
 CEO Diane Berweger’s report in-
cluded a video tribute to Wisconsin 
cooperatives’ role in Hurricane Irma 
relief. She introduced co-op employ-
ees and described their work respon-
sibilities so members could connect 
people with the tasks they perform.
 Brittney Clement, granddaughter 
of director Ken Clement, delivered 
a presentation detailing her experi-
ences on last year’s NRECA Youth 

Tour in Washington, D.C. She was also 
recognized for stepping up as a high-
school junior when a regular substitute 
teacher retired, to complete teaching 
the fifth-grade co-op curriculum pio-
neered by Taylor and Bayfield Electric.  
 Balloting prior to the annual 
meeting returned three incumbent 
directors, with Russell Bailey, Jeffrey 
Moravchik, and Barry Radloff winning 
new terms unopposed. The board re-
organizes at its next regular meeting.

mended federal agencies  coordinate 
development of cybersecurity cur-
ricula in science, technology, engi-
neering, and mathematics education;

• System design vulnerabilities 
necessitating federal support of 
“electricity subsector research, de-
velopment, and deployment of sys-
tem architectures and components, 
which help minimize cyberattack 
surfaces, prioritize key elements of 
electricity generation and delivery to 
isolate ICS from internal and public 

networks,” along with “enhanced 
background checks for critical pri-
vate sector employees that enhance 
security from insider threats.”

• A need for additional efforts by state 
and federal government and regula-
tory bodies at all levels, “to identify 
resource needs to ensure that the 
electricity subsector can effectively 
finance cybersecurity and incident 
recovery,” and, 

• “Barriers to [information] sharing 
between government entities cov-
ering different jurisdictions and 
between government and industry 
threaten to reduce the ability of 

responding organizations to effi-
ciently deploy resources.” 

 Recovery from a significant cyber 
incident could be far more challenging 
than rebuilding systems after a severe 
weather event because even though 
systems aren’t necessarily destroyed, 
the responses of systems and regaining 
control over them may be less predict-
able. At the same time, “normally 
reliable support mechanisms—such as 
telecoms, IT systems, computer oper-
ating systems, which may be located 
far from the operator’s normal impact 
areas” could be inoperable, the report 
said.


